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Executive Summary
For more than twenty years, the National Vulnerability Database has been the silent backbone of
vulnerability management. Every time a vulnerability scanner flags a finding, every time a compl
platform assigns a severity tier, every time a patch management tool prioritizes its queue---the
identifiers, CVSS scores, and CWE classifications produced by NIST's small NVD team are doing th
underlying work. That infrastructure is now in crisis.

Between 2020 and 2025, CVE submissions to the NVD grew by 263 percent, with 48,185 vulnerabiliti
published in 2025 alone [1]. The first quarter of 2026 arrived running approximately one-third h
the same period a year before [1]. NIST's response---enriching nearly 42,000 CVEs in 2025, 45 pe
than any prior year---was the most ambitious enrichment effort in the database's history [1]. It
enough. On April 15, 2026, NIST formally changed course, announcing a risk-based triage policy t.
route full enrichment only to vulnerabilities in CISA's Known Exploited Vulnerabilities catalog,
by the federal government, and critical software defined under Executive Order 14028 [2]. NIST e
that filter covers 15 to 20 percent of anticipated CVE volume, leaving the remaining 80 to 85 pe
unenriched shells [2] [20].

Artificial intelligence is not the sole cause of the surge, but it is the accelerant that has co
manageable backlog into a structural failure. Autonomous research systems are discovering vulner
throughputs that no manual enrichment program can match. Google's Big Sleep agent found 20 previ
unknown vulnerabilities in widely used open-source projects by August 2025 [3]. AISLE, the auton
cyber reasoning system described in CSA's January 2026 research coverage, replicated the full se
CVEs in the OpenSSL coordinated release---including bugs dating back decades---against one of th
heavily audited codebases on the internet [4]. Anthropic's Claude Mythos and Project Glasswing,
in CSA's April 2026 emergency strategy briefing co-produced with SANS Institute, OWASP, and
[un]prompted, demonstrated the operational scale of AI-driven exploitation: Claude Mythos genera
working exploits targeting Firefox vulnerabilities, while Claude Opus 4.6 independently identifi
high-severity vulnerabilities across open-source software projects, including flaws that had per
undetected for years [5]. The discovery side of the vulnerability lifecycle has been fundamental
while the tracking and enrichment infrastructure has not.

The consequences arrive across the full spectrum of security operations. A CVE without CPE ident
effectively invisible to most vulnerability scanners, which match software inventory against NVD
CPE strings to generate alerts. A CVE without a CVSS score cannot be placed in a risk-tiered rem
queue. When only 32 percent of CVE-2025 entries had been fully enriched by early 2026 [11], the
surface that security programs thought they were measuring was already materially incomplete. Th
coverage problem is about to become structurally permanent under the new triage policy.
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This whitepaper traces the forces behind the NVD's crisis, maps the enterprise security conseque
describes the emerging multi-source ecosystem that is developing in the gap, and provides action
recommendations for security organizations navigating this transition.



Introduction: A Cornerstone Under Pressure

The National Vulnerability Database was established in 2005 to serve as the authoritative refere
for the Common Vulnerabilities and Exposures program that MITRE had been running since 1999. Whe
MITRE's CVE program produces identifiers and descriptions, NIST's NVD adds the structured metada
makes those identifiers operationally useful: CVSS scores to quantify severity, Common Platform
Enumeration identifiers to specify which software versions are affected, and Common Weakness
Enumeration classifications to categorize the underlying flaw. Together, these data points allow
tools to translate a CVE identifier into an actionable security finding---matching it against in
assigning a priority, and routing it to the appropriate remediation workflow.

The dependency on this infrastructure runs deep. Vulnerability scanners from every major vendor-
Tenable, Rapid7, Wiz, and their competitors---use CPE data to determine whether a given CVE affe
software present in the scanned environment. Compliance frameworks including the Payment Card In
Data Security Standard, HIPAA Security Rule guidance, and FedRAMP continuous monitoring requirem
reference CVSS scores for severity thresholds and remediation timelines. Software composition an
tools depend on NVD enrichment to flag vulnerable dependencies in application builds. Security i
and event management platforms ingest NVD data to contextualize threat feeds and calculate risk
The database is so deeply embedded in security tooling that many organizations do not realize th
on it until it stops working.

The crisis building inside NVD since early 2024 represents the collision of three converging pre
secular increase in vulnerability discovery volume driven partly by the growth of software compl
partly by the democratization of security research tools, a sudden acceleration of that discover
attributable directly to AIl-powered research capabilities, and a funding and staffing model for
designed for a world with far fewer CVEs to enrich. Those pressures have now produced a system t.
formally acknowledges it cannot do the job it was built to do.
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The Long Build: How the CVE Surge Developed
The growth in CVE volume did not begin with AI. The Common Vulnerabilities and Exposures program
expanded its network of CVE Numbering Authorities throughout the 2010s, extending the ability to
CVE identifiers to hundreds of organizations including major software vendors, security research
government agencies. That expansion was deliberate and appropriate: it distributed the work of
identification and reduced bottlenecks at MITRE while improving coverage for software outside ma
enterprise platforms. It also meant that the inbound volume to NVD grew with each new CNA added -
program.

Between 2017 and 2023, CVE publication rates increased steadily but within a range that NIST cou
effort, track. The 2024 inflection was different in character. CVE submissions began outpacing e



capacity in the first quarter of that year, and NIST acknowledged a developing backlog. By mid-2
unprocessed queue had grown large enough to generate industry concern. Security researchers bega
documenting CVEs that had sat without CVSS scores or CPE data for weeks or months, rendering the
invisible to automated scanning tools for the duration of that delay. NIST worked to address the
hiring contractors and adjusting workflows, but the submissions kept arriving faster than the en
team could process them.

The 2025 data tells the story in numbers. NIST published approximately 48,185 CVEs in 2025, repr
a 263 percent increase over 2020 [1]. To put that growth in operational terms: in 2020, an NVD t
professionals needed to enrich on the order of 18,000 entries per year, roughly 350 per week. In
maintaining pace with submissions would have required enriching nearly 1,000 entries per week——-
the workload with the same team size [1]. NIST responded by expanding contractor support and opt
processes, achieving what it described as its most productive enrichment year on record, but the
not close. As 2026 opened, submissions arrived at a pace approximately one-third above the alrea
rate of 2025 [1].

The staffing and funding environment compounded the operational problem. NIST experienced roughl
ten percent reduction in its federal funding in 2024, prompting voluntary departures and limitin
capacity [8]. Requests for supplemental appropriations to scale NVD operations received partial

that did not close the gap. The agency found itself in the position of running faster to fall be

slowly, an unsustainable posture that ultimately produced the April 2026 policy change.

The broader CVE program faced a parallel crisis in the spring of 2025. The contract under which
Corporation managed the CVE program---funded by the Department of Homeland Security---expired on
April 15, 2025, without immediate renewal, briefly raising the prospect of the entire CVE identi
ceasing operations [9]. CISA exercised an emergency contractual option to extend the program for
approximately eleven additional months while longer-term arrangements were negotiated, averting
immediate collapse. The incident revealed how much of the world's vulnerability tracking infrast
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rested on a single contracting relationship between a US government agency and a nonprofit resea
organization. In direct response, the CVE Board announced the formation of the CVE Foundation to
governance independence from any single national sponsor [9]. The structural fragility exposed i
forty-eight hours has not been fully resolved.

The Accelerant: AI-Powered Vulnerability Discovery

The secular growth in CVE volume provides the background condition for the NVD crisis. Artificia
intelligence provides the accelerant that has transformed a serious operational problem into a s
failure.



Prior to the widespread availability of AI-assisted research tools, large-scale vulnerability di
skilled human researchers, typically working on specific targets, applying specialized knowledge
through years of experience. The economics constrained throughput. A talented security researche
find a handful of novel vulnerabilities in a complex codebase in a quarter of sustained effort.
programs and coordinated disclosure frameworks were calibrated to this human-speed discovery rat
implicitly, was NIST's NVD enrichment capacity.

AI systems have broken that calibration. Google's Big Sleep project, developed jointly by DeepMi
Project Zero, had identified 20 previously unknown vulnerabilities in widely used open-source so
August 2025, including an exploitable stack buffer underflow in SQLite that represented, in Goog
description, the first time an AI agent had been used to foil active exploitation of a vulnerabi
[3]. The system found and reproduced each vulnerability without human intervention, with human e
brought in only for the disclosure phase [3]. Parallel work on FFmpeg, ImageMagick, and other fo
open-source libraries demonstrated that AI-powered discovery was not limited to narrow domains o
analysis.

The AISLE autonomous cyber reasoning system, subject of CSA's January 2026 research coverage,
demonstrated a capability of a different order: reproducing the full set of 12 CVEs disclosed in
2026 OpenSSL coordinated release, including historical vulnerabilities that had persisted undete
years in one of the most heavily reviewed codebases in existence [4]. The significance of that r
what it implies about the discovery backlog. If AI systems can find previously unknown vulnerabi
heavily audited code at this rate, the volume of CVEs yet to be discovered across the much large
carefully reviewed universe of software is difficult to bound.

Anthropic's Claude Mythos and Project Glasswing, described in CSA's April 2026 emergency strateg
briefing co-produced with SANS Institute, OWASP, and [un]prompted, demonstrated the operational
of AI-driven exploitation: Claude Mythos generated 181 working exploits targeting Firefox vulner
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while Claude Opus 4.6 independently identified over 500 high-severity vulnerabilities across ope
software projects, including flaws that had persisted undetected for years [5]. CSA's companion
on AI vulnerability weaponization quantified the economic differential underlying these results,
156-times cost reduction relative to equivalent human effort and execution speeds 3,600 times fa

These are not isolated proof-of-concept demonstrations. They represent the early, publicly visib
of a technology trend that researchers across the academic, government, and commercial sectors a
actively developing. The AI tools available in 2026 are not the ceiling; they are the floor from
capable successors will be built. Each generation of more capable research tooling will find mor
vulnerabilities, submit more CVEs, and deepen the mismatch between discovery velocity and enrich
capacity.

The feedback dynamic is worth examining explicitly. More powerful AI discovery tools find more
vulnerabilities. More CVE submissions overwhelm NVD's enrichment capacity. More unenriched CVEs :



that vulnerability management programs operate with incomplete data. Incomplete data means that
vulnerabilities are never remediated not because defenders chose to deprioritize them, but becau
tracking infrastructure never surfaced them as findings. Meanwhile, offensive actors---state-spo:
groups and criminal enterprises---are applying equivalent AI tooling to find and weaponize vulne
before they are even known to the defender community. The asymmetry is compounding.

The April 2026 Inflection: What Changed and What It

Means

NIST's April 15, 2026 announcement described the new policy as a "risk-based approach to CVE
enrichment" [2]. The language was accurate, but the operational reality it describes is a triage
defaults to non-enrichment for most of the CVE population. Under the new policy, NIST will provi
enrichment---CVSS scores, CPE identifiers, CWE classifications---only for three categories of vu
those appearing in CISA's Known Exploited Vulnerabilities catalog, those affecting software in u
federal government, and those affecting critical software as defined under Executive Order 14028
estimates that these three categories will capture approximately 15 to 20 percent of anticipated
volume going forward [2][20].

The remaining 80 to 85 percent of CVEs will enter the database as shells: identifiers and descri
without the structured metadata that operational tools require. All backlogged CVEs with an NVD
date earlier than March 1, 2026---approximately 29,000 entries---have been reclassified as "Not
meaning NIST does not currently intend to enrich them [11]. The backlog is not cleared; it is fo
acknowledged as beyond current capacity to address.

2026 Cloud Security Alliance. AI-assisted Rapid Research.

Additional changes compound the operational impact. NIST announced that it will no longer routin
produce independent CVSS scores for CVEs that have already been scored by the issuing CVE Number
Authority, instead accepting the CNA-assigned score as the database record [2]. This change shif
responsibility for severity scoring to an ecosystem of hundreds of CNAs with varying methodologi
incentives, and expertise. VulnCheck's analysis of dual-scored CVEs found disagreement between N
CNA CVSS scores in more than half of cases examined, with individual divergences sometimes large
to move a vulnerability across severity tiers—--from Medium to Critical, for example---depending
score the security tool consumed [6]. Under the new policy, that inconsistency will not be audit
corrected by NIST.

The NVD will also no longer routinely re-analyze modified CVEs unless NIST is specifically infor
modification that materially affects the enrichment data [2]. CVE records are frequently revised
publication as affected version ranges are refined, additional affected products are identified,
assessments are updated. Under the previous model, NIST would review those modifications and upd
the NVD record accordingly. That quality-assurance function is now substantially curtailed.



The practical effect on security operations is immediate. A CVE without CPE identifiers is, from
perspective of most vulnerability scanners, invisible. These tools work by matching the software
they observe in a scanned environment against the CPE strings in NVD records; where that mapping
absent, a vulnerable component generates no scanner alert for organizations relying exclusively
enrichment [12]. A CVE without a CVSS score cannot be placed in a severity-tiered remediation qu
combination of missing CPE and missing CVSS means that the vulnerable software is present in the
environment, the CVE identifier exists in the database, and the security program's tooling nonet:
to surface the exposure.

Enterprise Consequences: Blind Spots in Vulnerability

Programs

The enterprise security consequences of the NVD's triage policy extend well beyond the operation
inconvenience of incomplete database records. They touch the fundamental validity of the vulnera
management programs that organizations have built on the assumption of NVD completeness.

Vulnerability management programs typically operate on a severity-tiered patching cadence: criti
vulnerabilities within a defined window (commonly seven to thirty days), high-severity vulnerabi
longer window, medium and lower severity vulnerabilities on routine patch cycles. That cadence d
having severity scores for the vulnerabilities under management. When a significant fraction of
without CVSS scores---or with CNA-assigned scores of uncertain consistency---the tiering logic b
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Organizations face a choice between treating all unenriched CVEs as unknown risks (which would
overwhelm remediation capacity) or ignoring them until enrichment arrives (which creates unackno
exposure windows) .

The compliance dimension adds further urgency. Many regulatory and contractual frameworks specif
thresholds for remediation timing. PCI DSS 4.0 requires that vulnerabilities with CVSS scores of
above be addressed within defined timeframes. FedRAMP continuous monitoring requires that High
findings be remediated within thirty days, a determination that depends on CVSS scores. When CVE
NVD-sourced CVSS scores, the compliance mapping breaks. Organizations may either be unaware of
qualifying vulnerabilities or may consume inconsistent CNA-assigned scores that produce differen
compliance outcomes depending on the data source their tools happen to use.

The software composition analysis use case is particularly exposed. Organizations managing open-
dependencies at scale use SCA tools to flag components with known CVEs; those tools depend heavi
NVD CPE data to match package names and version ranges to CVE records. The open-source ecosystem
generates a large proportion of CVEs that will not qualify for NIST enrichment under the new tri
they will not appear in CISA's KEV catalog, they will not be federal government software, and th
meet the EO0 14028 critical software threshold---meaning that many CVEs affecting widely deployed



source packages will arrive in the NVD as identifier-only records that SCA tools cannot match to
components.

The timing environment makes all of this more dangerous, not less. As CSA documented in "The Col
Exploit Window," the mean time to exploit a disclosed vulnerability has compressed dramatically.
2026 Global Threat Landscape Report found that exploited high- and critical-severity vulnerabili
increased 105 percent year-over-year in 2025, from 71 instances to 146, while the median time be
vulnerability publication and confirmed exploitation fell from 8.5 days to 5.0 days [13]. The me
exploit across the same population dropped from 61.0 days to 28.5 days [13]. In 32.1 percent of :
tracked exploit cases, exploitation occurred on or before the CVE's public disclosure date-——mea
nearly a third of exploits, the public vulnerability record did not exist when the attack began

Contrasted with these exploitation timelines is the enterprise patching reality. Qualys' 2026 en
patch benchmark found that the mean time to remediation for complex enterprise applications reac
months and ten days [21]. The gap between a median exploitation timeline of five days and a mean
remediation timeline of five months is not a gap that can be managed through operational efficie
it requires that vulnerability intelligence be actionable within hours of CVE publication. An en
system that takes weeks or months to assign CVSS scores and CPE identifiers---or, under the new
may never do so---cannot support that operational tempo.

IoT, operational technology, and embedded systems environments face a particular dimension of th
challenge. CVEs in these categories rarely appear in CISA's KEV catalog, whose additions are dri
primarily by evidence of exploitation in enterprise and federal environments. They do not affect
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government software in the conventional sense, and they frequently do not qualify as EO0 14028 cr
software. Under the new NVD triage policy, a vulnerability in industrial control software, medic.
firmware, or building automation systems may go indefinitely without CVSS or CPE enrichment, inv
the scanning tools that would otherwise surface it for remediation. Security teams responsible f
environments were already operating with limited NVD coverage; that limitation is now formally p
[14].

Fragmentation and Opportunity: The Emerging

Alternative Ecosystem

NIST's triage announcement confirmed what commercial vulnerability intelligence vendors had been
anticipating for more than a year: the era of a single authoritative enrichment source for the f
population was over. The market had already begun fragmenting before April 15, 2026; the policy
accelerated the process.

VulnCheck had been operating a parallel enrichment pipeline for years, documented in its analysi



that NVD provided CPE identifiers for only 41.35 percent of published vulnerabilities, compared
percent coverage in VulnCheck's own enrichment service [6]. VulnCheck, which had already operate
NVD++ as a free API-compatible alternative to the NVD API feed since early 2024, expanded promot
the platform following NIST's April 2026 triage announcement [15]. VulnDB, operated by Risk Base
Security (now part of Flashpoint), offers a commercially supported alternative with more detaile
exploit, and patch information than NVD typically provides. GitHub Security Advisories provide d
advisory publication for open-source projects whose maintainers participate. Google's 0SV (Open
Vulnerabilities) database offers version-range focused enrichment well-suited to software compos
analysis use cases.

ENISA launched the European Union Vulnerability Database (EUVD) on May 13, 2025, accelerating it
availability in direct response to the instability visible in the US CVE infrastructure [16]. Th
designed as a downstream repository-——Europe's counterpart to NVD---rather than a replacement fo
identifier program, but its existence changes the governance landscape meaningfully. ENISA was f
designated as a CVE Program Root in November 2025, giving the EU agency the authority to assign
identifiers directly and to serve as a coordination hub for European national CSIRTs participati
coordinated disclosure [17]. The EUVD and ENISA's CVE Root status together create an independent
enrichment path for vulnerabilities of particular relevance to European organizations and regula
compliance, separate from the NIST pipeline.

2026 Cloud Security Alliance. AI-assisted Rapid Research.

The proliferation of enrichment sources resolves some of the operational problems created by NVD
reduced scope, but it introduces new ones. Organizations previously consuming a single NVD API f
now decide which sources to integrate, how to handle conflicts between sources, and which source
remediation decisions when scores disagree. VulnCheck's own research has documented CVSS score
disagreements between NVD and CNAs in more than half of dual-scored CVEs [6], and the fragmentat
of the enrichment ecosystem will only increase the frequency and magnitude of such disagreements
vulnerability flagged as Critical by one enrichment source and Medium by another places the reme
decision in the hands of whoever wrote the organization's vulnerability management policy---whic!
presumably not written with inter-source arbitration in mind.

Commercial security vendors including Qualys, Tenable, Rapid7, Anchore, Mend, and Snyk have resp
to the enrichment gap by building independent enrichment pipelines that supplement NVD with thei
research, threat intelligence feeds, and CNA relationships [15]. For organizations using these p
operational disruption may be less severe than for those relying on raw NVD API feeds. The disti:
matters: large enterprises with mature vulnerability management programs and tier-one security p
contracts are better positioned to absorb the transition than mid-market organizations or those
open-source scanner tooling against the NVD API directly.

The Global Governance Dimension

10



The NVD crisis is not occurring in isolation; it is one episode in a broader reconfiguration of -
infrastructure for vulnerability identification, enrichment, and coordination that has been unde
least 2024.

The CVE program's near-collapse in April 2025 and the formation of the CVE Foundation in its aft
illustrated the tension between the program's practical status as global infrastructure and its
structure as a US government contractor arrangement [9]. The CVE Foundation's mandate is to deve
governance structures that insulate the CVE program from the funding and political decisions of
national government sponsor---a reasonable ambition given the scale of global dependence on CVE
identifiers, but one that requires coordinating the interests of hundreds of CNAs, national CSIR
commercial stakeholders across many jurisdictionms.

ENISA's emergence as a parallel enrichment authority adds a constructive competitive pressure bu
interoperability challenge. The EUVD and NVD will not always produce identical scores, CPE mappi
CWE classifications for the same CVE. European organizations subject to NIS2 compliance requirem
increasingly reference EUVD as their authoritative source; US federal contractors will reference
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enterprises operating across jurisdictions will need to manage both, along with the divergences
them. Security tooling vendors will need to decide which enrichment sources to integrate and how
represent disagreements to end users.

At the identification layer, the CNA ecosystem's continued expansion changes the distribution of
quality. CNAs range from major software vendors with dedicated product security teams and rigoro
disclosure processes to small organizations with part-time security programs. The CVSS scores, a
version ranges, and CWE classifications produced by these organizations vary substantially in ac
completeness. Under NIST's previous enrichment model, NVD review provided a quality-assurance la
that caught and corrected many CNA errors. Under the new model, CNA-assigned scores pass directl
the database. Organizations consuming CVE data will increasingly be consuming it at a quality le
determined by the issuing CNA rather than a centralized review standard.

CISA's KEV catalog has taken on increased importance in this environment, functioning as a curat
confidence signal within a noisier database landscape. The catalog's 20 percent growth in 2025 t
confirmed exploitation entries, with 20.5 percent linked to ransomware groups [18], provides a d
zero priority queue for organizations that need an unambiguous starting point for remediation ef:
catalog's limitation is its coverage: it documents exploitation that has been observed and repor
exploitation that is occurring in less visible environments or that will occur. A vulnerability
KEV catalog is not safe; it is merely not yet confirmed as exploited. With 85 percent of CVEs no
NIST's routine enrichment scope, the KEV catalog becomes a necessary-but-insufficient substitute
comprehensive vulnerability intelligence.
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Conclusions and Recommendations
Conclusions

The NVD crisis is not a temporary operational setback that will resolve when NIST secures additi
appropriations. It is a structural mismatch between the pace of AIl-accelerated vulnerability dis
the capacity of any centralized enrichment program operating at current staffing and funding lev
NIST received a threefold increase in its NVD budget tomorrow, the trajectory of AI discovery to
capabilities suggests that vulnerability submission rates will continue to grow faster than any
enrichment staff can address. The April 2026 triage policy is the system's acknowledgment of a n
equilibrium-—-one in which comprehensive enrichment of the full CVE population by a single autho
source is no longer operationally feasible.
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For security organizations, the combination of an enrichment gap affecting 80 to 85 percent of n
and an exploitation timeline that has compressed to a median of five days for high-severity vuln
represents a structural vulnerability in vulnerability management programs that were designed fo
more predictable information environment. Programs that remain dependent on NVD as their sole or
primary enrichment source will have decreasing visibility into the exposure surface they are res

managing.

The fragmentation of the enrichment ecosystem into multiple commercial and governmental sources

a problem to be solved; it is the new normal to be managed. Multi-source enrichment, explicit so
arbitration policies, and threat-intelligence-driven triage are not optional enhancements for ma
programs-——-they are baseline requirements for programs that need to maintain meaningful coverage

Recommendations
Immediate Actions

Organizations should audit their vulnerability management tooling to understand where each produ
sources its CVE enrichment data. Tools relying exclusively on the NVD API feed will experience i
coverage gaps under the new triage policy. This audit should document each scanner, SCA tool, co
platform, and SIEM that ingests NVD data and identify which products have independent enrichment
capabilities.

Organizations should integrate CISA's Known Exploited Vulnerabilities catalog as a first-tier pr
for remediation triage, independent of CVSS score availability. The KEV catalog represents the h
confidence signal available for CVEs requiring immediate attention. All CVE-identified vulnerabi
appearing in the KEV catalog should enter expedited remediation queues regardless of whether NVD
enrichment data is available.
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Security teams should establish written procedures for CVEs that arrive without CVSS scores or C
identifiers. Those procedures should define a default severity assumption for unenriched CVEs
(conservative programs may choose to treat unknown severity as High by default), an escalation p
unenriched CVEs in software known to be externally accessible, and a review trigger for when enr
arrives that may change the initial triage decision.

Short-Term Adaptations

Organizations should adopt at least one alternative enrichment source to supplement NVD, selecti
on their primary technology environments. VulnCheck NVD++ provides API-compatible enrichment at |
cost for community tiers. VulnDB offers more detailed timeline and exploit context at commercial
Organizations with significant open-source software dependencies should additionally integrate G
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0SV database, which is particularly well-suited to package ecosystem vulnerability tracking. Eur
organizations subject to NIS2 should monitor ENISA's EUVD as a complementary reference for EU-re
disclosures.

Vulnerability management policy documentation should be revised to acknowledge the changed NVD
enrichment model explicitly. Updated policies should specify the organization's chosen primary a
secondary enrichment sources, the methodology for resolving score disagreements between sources,
the acceptable delay between CVE publication and remediation triage in the absence of enrichment
Without explicit policy, ad-hoc decisions by individual team members will produce inconsistent o
across the vulnerability population.

Software composition analysis tooling configurations should be reviewed to ensure that alternati
enrichment sources are enabled and that CVEs in open-source packages are surfaced even when NVD
coverage is absent. Organizations using open-source scanner tooling against the raw NVD API shou
evaluate migration to commercial platforms with independent enrichment pipelines, or supplement
VulnCheck NVD++ as an interim measure.

Strategic Considerations

Organizations with sufficient technical capacity should establish internal threat-intelligence-e:
vulnerability prioritization workflows that go beyond CVSS scoring to incorporate exploitation e
public exploit availability, asset criticality, and network exposure context. CVSS scores were a
imperfect proxy for exploitability; the NVD crisis makes the limitations of CVSS-only triage imp
ignore. Frameworks such as EPSS (Exploit Prediction Scoring System) and the combination of KEV s
with threat-feed-backed exploitation evidence provide more operationally relevant priority signa

The NVD crisis should prompt a broader recomnsideration of vulnerability management program matur
Programs that were built on the assumption of timely, complete, centralized enrichment---essenti
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them---need a maturity upgrade that assumes distributed, inconsistent, and incomplete enrichment
builds compensating controls around that assumption. This is not a matter of incremental improve:
a reorientation of the program's operating model.

Organizations that operate software platforms large enough to qualify as CVE Numbering Authoriti
should evaluate CNA status as a way to control the quality and timeliness of enrichment for vuln
their own products. As NIST's quality-assurance function for CNA-submitted scores diminishes, CN
produce accurate, complete, and timely enrichment data become relatively more trustworthy data s
the ecosystem.

At the industry and policy level, the CSA joins other security organizations in advocating for s
investment in vulnerability tracking infrastructure proportionate to the scale of the problem. T
operating budget and staffing should reflect its status as critical infrastructure for the globa
ecosystem, not as a line item in a federal research agency's information technology budget. The
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Foundation's governance work deserves support from the international security community as a mec
for insulating the CVE identifier program from single-point-of-failure funding risks. ENISA's EU
represents a valuable diversification of global enrichment capacity that should be encouraged th
technical interoperability standards with NVD and other databases.

CSA Resource Alignment

This whitepaper addresses structural challenges in vulnerability management infrastructure that
with multiple areas of CSA's framework ecosystem. Security practitioners applying CSA guidance t
challenges described here should consider the following resources.

The CSA AI Controls Matrix (AICM), released in July 2025, provides a comprehensive 18-domain con
framework for AI systems, including domains directly relevant to the AI-accelerated discovery dy:
described here. The Threat and Vulnerability Management domain within AICM addresses proactive
identification and mitigation of AI-related risks, including risks arising from AI systems used
operations. Organizations deploying AI-powered vulnerability scanners or research tools should a
controls governing model security, output validation, and human-in-the-loop review before disclo
ensure that AI-discovered vulnerabilities are handled responsibly and accurately [19].

The MAESTRO threat modeling framework for agentic AI systems provides structure for assessing ri
autonomous vulnerability discovery and exploitation tools. The seven-layer threat model is appli
to AI systems used defensively (automated vulnerability research, AI-assisted triage) and to the
posed by adversaries using equivalent tools. MAESTRO's analysis of how AI agents can be misused
compress exploitation timelines directly informs the urgency of the patching and triage accelera
recommendations in this paper.
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The CSA Cloud Controls Matrix (CCM) and its AI superset, the AICM, provide control mappings for
vulnerability management practices applicable to cloud-hosted software. Organizations using CCM
compliance self-assessment should note that CCM control VM-06 and related vulnerability manageme:
controls assume timely access to severity-scored CVE data; the NVD triage change creates a compl
risk for organizations that have not updated their enrichment sources.

CSA's STAR for AI program, currently under development, will provide third-party certification a
controls. Organizations that use AIl-powered vulnerability discovery tools or Al-assisted securit
should consider STAR for AI certification as a mechanism for demonstrating that their AI systems
under appropriate governance and quality controls, including those relevant to vulnerability dis

coordinated response.

2026 Cloud Security Alliance. AIl-assisted Rapid Research.
Security practitioners seeking further context on the AI-acceleration dimension of the vulnerabi
should consult CSA's April 2026 whitepaper "The Collapsing Exploit Window: AI-Speed Vulnerabilit
Weaponization" and the companion "AI Vulnerability Storm" emergency strategy briefing produced j
with SANS Institute, OWASP, and [un]prompted [5][10]. The CSA research note "NVD Enrichment Tria

Enterprise Vulnerability Programs Must Adapt," published April 19, 2026, provides operational gu
the immediate transition period [20].

2026 Cloud Security Alliance. Al-assisted Rapid Research.
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