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Field Value

Reference key owasp-llm01

Availability AVAILABLE
Capture method primary

Source type remote_url
URL / path https://genai.owasp.org/llmrisk/llm01-prompt-injection/
Captured (UTC) 2026-06-23T03:32:06Z
Content type text/html; charset=UTF-8
HTTP status 200

1.1 Boardroom Citation Context

P2-03 poisoned RAG / prompt injection controls.

1.2 Source Location

https://genai.owasp.org/llmrisk/llm01-prompt-injection/

1.3 Captured Content

LLM01:2025 Prompt Injection - OWASP Gen AI Security Project Skip to content Join us in London, 6/2 6/4 InfoSecurity Europe OWASP GenAI and Agentic Security Summit | Register Now! GETTING STARTED Introduction MEETINGS CONTRIBUTING EVENTS GLOSSARY RESOURCES All LLM TOP 10 LLM TOP 10 FOR 2025 LLM TOP 10 FOR 2023/24 CHEAT SHEETS WHITEPAPERS TOOLS LEARNING VIDEOS SOLUTIONS DIRECTORY ROADMAP NEWSLETTER PROJECT INITIATIVES AI Security Landscape AIBOM Generator GOVERNANCE CHECKLIST Threat Intelligence AGENTIC APP SECURITY Secure AI Adoption AI Red Teaming Data Security BLOG ABOUT Mission and Charter Governance LEADERSHIP INDUSTRY RECOGNITION CONTRIBUTORS SPONSORS SUPPORTERS SPONSORSHIP NEWSROOM CONTACT BRANDING LLM01:2025 Prompt Injection A Prompt Injection Vulnerability occurs when user prompts alter the LLMs behavior or output in unintended ways. These inputs can affect the model even if they are imperceptible to humans, therefore prompt injections do not need to be human-visible/readable, as long as the content is parsed by the model. Prompt Injection vulnerabilities exist in how models process prompts, and how input may force the model to incorrectly pass prompt data to other parts of the model, potentially causing them to violate guidelines, generate harmful content, enable unauthorized access, or influence critical decisions. While techniques like Retrieval Augmented Generation (RAG) and fine-tuning aim to make LLM outputs more relevant and accurate, research shows that they do not fully mitigate prompt injection vulnerabilities. While prompt injection and jailbreaking are related concepts in LLM security, they are often used interchangeably. Prompt injection involves manipulating model responses through specific inputs to alter its behavior, which can include bypassing safety measures. Jailbreaking is a form of prompt injection where the attacker provides inputs that cause the model to disregard its safety protocols entirely. Developers can build safeguards into system prompts and input handling to help mitigate prompt injection attacks, but effective prevention of jailbreaking requires ongoing updates to the models training and safety mechanisms. Types of Prompt Injection Vulnerabilities Direct Prompt Injections Direct prompt injections occur when a users prompt input directly alters the behavior of the model in unintended or unexpected ways. The input can be either intentional (i.e., a malicious actor deliberately crafting a prompt to exploit the model) or unintentional (i.e., a user inadvertently providing input that triggers unexpected behavior). Indirect Prompt Injections Indirect prompt injections occur when an LLM accepts input from external sources, such as websites or files. The content may have in the external content data that when interpreted by the model, alters the behavior of the model in unintended or unexpected ways. Like direct injections, indirect injections can be either intentional or unintentional. The severity and nature of the impact of a successful prompt injection attack can vary greatly and are largely dependent on both the business context the model operates in, and the agency with which the model is architected. Generally, however, prompt injection can lead to unintended outcomes, including but not limited to: Disclosure of sensitive information Revealing sensitive information about AI system infrastructure or system prompts Content manipulation leading to incorrect or biased outputs Providing unauthorized access to functions available to the LLM Executing arbitrary commands in connected systems Manipulating critical decision-making processes The rise of multimodal AI, which processes multiple data types simultaneously, introduces unique prompt injection risks. Malicious actors could exploit interactions between modalities, such as hiding instructions in images that accompany benign text. The complexity of these systems expands the attack surface. Multimodal models may also be susceptible to novel cross-modal attacks that are difficult to detect and mitigate with current techniques. Robust multimodal-specific defenses are an important area for further research and development. Prevention and Mitigation Strategies Prompt injection vulnerabilities are possible due to the nature of generative AI. Given the stochastic influence at the heart of the way models work, it is unclear if there are fool-proof methods of prevention for prompt injection. However, the following measures can mitigate the impact of prompt injections: 1. Constrain model behavior Provide specific instructions about the models role, capabilities, and limitations within the system prompt. Enforce strict context adherence, limit responses to specific tasks or topics, and instruct the model to ignore attempts to modify core instructions. 2. Define and validate expected output formats Specify clear output formats, request detailed reasoning and source citations, and use deterministic code to validate adherence to these formats. 3. Implement input and output filtering Define sensitive categories and construct rules for identifying and handling such content. Apply semantic filters and use string-checking to scan for non-allowed content. Evaluate responses using the RAG Triad: Assess context relevance, groundedness, and question/answer relevance to identify potentially malicious outputs. 4. Enforce privilege control and least privilege access Provide the application with its own API tokens for extensible functionality, and handle these functions in code rather than providing them to the model. Restrict the models access privileges to the minimum necessary for its intended operations. 5. Require human approval for high-risk actions Implement human-in-the-loop controls for privileged operations to prevent unauthorized actions. 6. Segregate and identify external content Separate and clearly denote untrusted content to limit its influence on user prompts. 7. Conduct adversarial testing and attack simulations\\ Perform regular penetration testing and breach simulations, treating the model as an untrusted user to test the effectiveness of trust boundaries and access controls. Example Attack Scenarios Scenario #1: Direct Injection An attacker injects a prompt into a customer support chatbot, instructing it to ignore previous guidelines, query private data stores, and send emails, leading to unauthorized access and privilege escalation. Scenario #2: Indirect Injection A user employs an LLM to summarize a webpage containing hidden instructions that cause the LLM to insert an image linking to a URL, leading to exfiltration of the the private conversation. Scenario #3: Unintentional Injection A company includes an instruction in a job description to identify AI-generated applications. An applicant, unaware of this instruction, uses an LLM to optimize their resume, inadvertently triggering the AI detection. Scenario #4: Intentional Model Influence An attacker modifies a document in a repository used by a Retrieval-Augmented Generation (RAG) application. When a users query returns the modified content, the malicious instructions alter the LLMs output, generating misleading results. Scenario #5: Code Injection An attacker exploits a vulnerability (CVE-2024-5184) in an LLM-powered email assistant to inject malicious prompts, allowing access to sensitive information and manipulation of email content. Scenario #6: Payload Splitting An attacker uploads a resume with split malicious prompts. When an LLM is used to evaluate the candidate, the combined prompts manipulate the models response, resulting in a positive recommendation despite the actual resume contents. Scenario #7: Multimodal Injection An attacker embeds a malicious prompt within an image that accompanies benign text. When a multimodal AI processes the image and text concurrently, the hidden prompt alters the models behavior, potentially leading to unauthorized actions or disclosure of sensitive information. Scenario #8: Adversarial Suffix An attacker appends a seemingly meaningless string of characters to a prompt, which influences the LLMs output in a malicious way, bypassing safety measures. Scenario #9: Multilingual/Obfuscated Attack An attacker uses multiple languages or encodes malicious instructions (e.g., using Base64 or emojis) to evade filters and manipulate the LLMs behavior. Reference Links ChatGPT Plugin Vulnerabilities Chat with Code Embrace the Red ChatGPT Cross Plugin Request Forgery and Prompt Injection Embrace the Red Not what youve signed up for: Compromising Real-World LLM-Integrated Applications with Indirect Prompt Injection Arxiv Defending ChatGPT against Jailbreak Attack via Self-Reminder Research Square Prompt Injection attack against LLM-integrated Applications Cornell University Inject My PDF: Prompt Injection for your Resume Kai Greshake Not what youve signed up for: Compromising Real-World LLM-Integrated Applications with Indirect Prompt Injection Cornell University Threat Modeling LLM Applications AI Village Reducing The Impact of Prompt Injection Attacks Through Design Kudelski Security Adversarial Machine Learning: A Taxonomy and Terminology of Attacks and Mitigations (nist.gov) 2407.07403 A Survey of Attacks on Large Vision-Language Models: Resources, Advances, and Future Trends (arxiv.org) Exploiting Programmatic Behavior of LLMs: Dual-Use Through Standard Security Attacks Universal and Transferable Adversarial Attacks on Aligned Language Models (arxiv.org) From ChatGPT to ThreatGPT: Impact of Generative AI in Cybersecurity and Privacy (arxiv.org) Related Frameworks and Taxonomies Refer to this section for comprehensive information, scenarios strategies relating to infrastructure deployment, applied environment controls and other best practices. AML.T0051.000 LLM Prompt Injection: Direct MITRE ATLAS AML.T0051.001 LLM Prompt Injection: Indirect MITRE ATLAS AML.T0054 LLM Jailbreak Injection: Direct MITRE ATLAS Share this: Share on X (Opens in new window) X Share on Facebook (Opens in new window) Facebook More Print (Opens in new window) Print Email a link to a friend (Opens in new window) Email Share on X (Opens in new window) X LLM Top 10 LLM01:2025 Prompt Injection A Prompt Injection Vulnerability occurs when user prompts alter the LLMs behavior or output in unintended ways. These inputs... LLM02:2025 Sensitive Information Disclosure Sensitive information can affect both the LLM and its application context. This includes personal identifiable information (PII), financial details,... LLM03:2025 Supply Chain LLM supply chains are susceptible to various vulnerabilities, which can affect the integrity of training data, models, and deployment... LLM04:2025 Data and Model Poisoning Data poisoning occurs when pre-training, fine-tuning, or embedding data is manipulated to introduce vulnerabilities, backdoors, or biases. This manipulation... LLM05:2025 Improper Output Handling Improper Output Handling refers specifically to insufficient validation, sanitization, and handling of the outputs generated by large language models... LLM06:2025 Excessive Agency An LLM-based system is often granted a degree of agency by its developer the ability to call functions... LLM07:2025 System Prompt Leakage The system prompt leakage vulnerability in LLMs refers to the risk that the system prompts or instructions used to... LLM08:2025 Vector and Embedding Weaknesses Vectors and embeddings vulnerabilities present significant security risks in systems utilizing Retrieval Augmented Generation (RAG) with Large Language Models... LLM09:2025 Misinformation Misinformation from LLMs poses a core vulnerability for applications relying on these models. Misinformation occurs when LLMs produce false... LLM10:2025 Unbounded Consumption Unbounded Consumption refers to the process where a Large Language Model (LLM) generates outputs based on input queries or... PRIVACY NEWSLETTER CONTACT Overview LLM Top 10 Initiatives Landscape Glossary Roadmaps Resources Sponsors Sponsorship Contribute Newsroom Events Meetings Leadership Volunteer Jobs OWASP and the OWASP logo are trademarks of the OWASP Foundation, Inc. Unless otherwise specified, all content on the site is Creative Commons Attribution-ShareAlike v4.0 and provided without warranty of service or accuracy. For more information, please refer to our General Disclaimer . Copyright 2025 OWASP Foundation, Inc. Scroll to Top LLM01:2025 Prompt Injection
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